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Motivation and general idea N.mmmma..gs
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® The channel frequency response (CFR) is a necessary information for the
correct functioning of wireless networks

* recently it is being leveraged also to deliver sensing services through Wi-Fi

® Challenge: The CFR is not not made available outside the Wi-Fi devices

\ Current approach
® custom tailored tools (AX-CSIl, NEXMON-CSI, Atheros CSI, Intel CSI

extractors) AX-CSI NexXI'mMon

® Wi-BFI main idea
* use the MIMO beamforming feedback information (BFI) as a proxy for the CFR
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For each subcarrier k, each beamformee

® Compresses the matrix to obtain L=

® Estimates the CFR H, pr— prR—
* Obtains the beamiorming feedback [ BeaAn?i{c’:')r(ner } - Null data packet 2] | EEE 802.11 A
matrix through SVD of the CFR [/ L__wom [T AciAX
: | | Beamformees

transformation angles ¢y, ,; Yy 4
(beamforming feedback angles)

Beamforming
feedback
information (BFI)

® Quantizes the angles

® Transmits the information to the
beamformer

52 0.032155 BeijingX_76:65:3e .. la:e@:65:4e:ea:ca .. 802.11

53 0.033717 la:e@:65:4e:ea:ca BeijingX_76:65:3e 802.11
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Wireshark - Packet 53 - 1696427454

Frame 53: 1011 bytes on wire (8088 bits), 1011 bytes captured (8088 bits)
Radiotap Header v@, Length 36
802.11 radio information
IEEE 8@2.11 Action No Ack, Flags:
IEEE 802.11 Wireless Management
v~ Fixed parameters
Category code: HE (30)
~ HE Action: HE Compressed Beamforming And CQI
Total length: 947
> HE MIMO Control: @x@7120608099
> Average Signal to Noise Ratio
v Feedback Matrices
SCIDX: -50@8, phill: phi21: phi31:3, psi21:8, psi3l:4, psi42:
SCIDX: -496, phill: phi2l: phi31:2, psi21:4, psi3l:4, psid2:
SCIDX: -492, phill: phi2l: phi31:2, psi2l:4, psi3l:4, i41: . : - psid2:
SCIDX: -488, phill: phi2l: phi31:1, psi2l:4, psi3l:4, psid2:
SCIDX: -484, phill: phi21: phi3l:1, psi2l:@, psi3l:4, psid2:
SCIDX: -480, phill: phi21: phi31:1, psi21:0, psi3i:4, i41: A : - psid2:
SCIDX: —476, phill: phi2l: phi3l:e, psi2l:0, psi3i:4, i41: psi42:90
SCIDX: —-472, phill:1, phi21:@, phi3i:e, i 1312 i41: psi42:0
SCIDX: -468, phill:@, phi2l:@, phi3i:e, i 131:7, psi42:0
SCIDX: -464, phill: phi21: phi31:3, psi21:15, psi31:7, psidl:2, psi42:0
SCIDX: -460, phill:@, phi2l1:@, phi31:3, psi21:15, psi31:7, psid4l:2, psi42:0
SCIDX: -456, phill: phi2l: phi31:3, psi21:15, psi31:7, psidl:2, 3 7 3 psid2:
SCIDX: -452, phill: phi21: phi31:3, psi21:15, psi3l:7, psid4l:2, q A 7 psid2:
SCIDX: -448, phill: phi21: phi31:3, psi21:15, psi3 , psidl:2, B i 0 psid2:
SCIDX: -444, phill: phi21: phi31:3, psi21:15, psi31:7, psidl:2, H H H psid2:
SCIDX: -44@, phill: phi21: phi31:3, psi21:11, psi31:7, psidl:2, g g i32: psi42:
: —-436, phill: phi21: phi31:3, psi21:11, psi31:7, psidl:2, H H H psid2:

0040 32 80 34 92 48 30 12 09 00

00 12 90 @ 24 20 09 00
00 9f 00 00 00 09 00 co 7f
9f 0@ co ff fo @0 fc 7b 02
00 c@ bf 27 ef fc 7b 02 00
80 bf 27 0@ 09 7b 82 00 fd
bf 23 00 de 00 02 00 fd 8e
23 00 do ef 34 00 0d 8e 01
00 c@ e2 18 38 3c 8e 01 0@
c@ e5 18 00 06 8e 01 00 97
14 00 70 00 @1 8@ 9b 53

+ Show packet bytes

Help
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1 . Capture the beamerming ..... IEEE802.11 ...... | ...........................
feedback packet Be:,ff'ﬁr’;,er _@» Null data packet _@ | IEEE 80211
; r NDP |
2. Decode the Wi-Fi BFAs N2 ame
base.d on Fhe network e 'A;;“_";;';':__E( --'I""II"IIIII|||HI|\|I||||||H| %
Conflguratlon o — :r E
3. Reconstructing the - Wi-BFI } N e |EE : hE
' -+ - feedback - -w U

beamforming feedback matrix u (-] IR
5 =
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¢ |EEE 802.11ac and 802.11ax
networks ‘ | EEE 802.11

ac/ax stations
. . 7 | EEE 802.11
® Radio channels with 160/80/40/20 [ Channel 36 7 G
BW .40 MHz . !
MHz bandwidth R fwl_BFI
¢ Single-user and multi-user MIMO -m VEEE 802 ffax
: . . (_BW:160MHz /— .
® Real-time and offline extraction = s
n m [ TEEE802.7%ax ) | Extract BFAs,
and storage Chanriel 104 A reconstruct BHJ

\. BV :80MHz
(sonn @ 7



Real-time angles visualization

phi(1,1) phi(2,1)

psi(3,1) psi(4,1)

Figure 1

psi(3,2)

Figure 1

phi(3,1)

phi(2,2)
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Figure 1

psi(2,1)

phi(3,2)




Institute for the Wireless

Example of captures and processing offline NlntemetnfThings

at Northeastern

Reconstructed beamforming feedback matrix

Raw beamforming feedback angles .
9 J for different antennas (m) and streams (ny)
m=1&ns=1 m=2&nss=1
1.00 1.00 4
Q (0]
Nniallh
=) = c
= & 0.50 o 0.50 -
BT — ¢ s s
01 U | | ! | N .
0 100 200 300 400 500 0.00 i ; 0.00 : .
Sub-channel 0 250 500 0 250 500
Sub-channel Index Sub-channel Index
501 m=l&n55=2 m=2&n55=2
O 1.00 1.00
S| YN v v
4 © ©
22 — ¢= E E
01 S 0.50 - S 0.50
T T T T T T (4] [*]
0 100 200 300 400 500 = =
Sub-channel SN 5N
0.00 , , 0.00 I .
0 250 500 0 250 500
Sub-channel Index Sub-channel Index
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Example of application - DeepCSI

Objective: obtain a fingerprint of the beamformer for 802.11 device authentication

DLMUMIMO |1} MIMO 1 .
Beamformer |, ! Channel : : eamiormees
i :
(O |
, NDP >
! I
| ' + Estimate H
! ! + Compute V
| . * Compute
‘ - ‘ feedback angles
- I \
: Compressed 2 : )
. beamformmg feedback ||

reconstructed
beamforming
feedback matrices
as input

+ Capture feedback angles

+ Reconstruct V. e—m—"|

» Extract beamformer
fingerprint trough CNN

F. Meneghello, M. Rossi and F. Restuccia, “DeepCSl: Rethinking Wi-Fi Radio Fingerprinting
Through MU-MIMO CSI Feedback Deep Learning”, in Proc. of IEEE ICDCS 2022

1/Q components of V [
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Objective: human activity recognition through 802.11ac/ax beamforming feedback

WD TTD VNS EHE
YLITDSHER R=1D

é raw beamforming feedback
b l ..... . =$3_l angles as input
~ BeamSense ’

BeamsS 1 5
. B o

____________

G

; . Beamsense S O
L see Flgu re4 | GESM-TON Ceeiee —
I t | o s
/ (nput ] : \ [ Conv2D |
Conv-block, Conv-block, || Conv-block,
[ 128 H 64 H 32 J [ Cowop ]

‘
[ Softmax ]—[ Flatten ]—[ MaxPool ] Normalization

[ ReU
v /

VGG-based CNN Conv-block

K. H. Haque, M. Zhang, F. Meneghello, and F. Restuccia, “Bemasense: Effective K
and Efficient Wi-Fi Sensing with MU-MIMO Beamforming Feedback”, 2022
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® First tool that allows capturing and
decding the beamforming
feeedback angles, and

‘ | EEE 802.11
ac/ax stations

. . g | EEE 802.11ac (
reconstructing the beamforming ['-.Bf,\"“j‘:g‘:'n % _ f/ .
feedback matrices R Wi-BFI
Works with packets transmitted Channel 36 '

with 20/40/80/160 MHz BW . e

| |
| »
[ ] (" TEEE 802.7%ax ) | Extract BFASs,
Chanriel 104 reconstruct BFI
: °, °

\, BW :80MHz
(oo (@

® Works at multiple bands
simultaneously

¢ SU- and MU-MIMO are supported
® 802.11ac and 802.11ax support

12
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